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Information Security Plan Checklist
We recommend that you review the information security and controls list below.  
	Task
	Requirement
	Comments

	
	
	

	Identify the person in your agency who will oversee the program.
	Designate one or more employees to coordinate your information security program.
	

	Conduct a risk assessment.

	Identify and assess the risks to personally identifiable information (PII) in each relevant area of your operation and evaluate the effectiveness of the current safeguards for controlling these risks.
	

	Design data classification methodology.
	Data should be classified based on content sensitivity to enable the application appropriate security standards.
	

	Design acceptable use policy.
	Define the acceptable use of the internet, intranets, email, telecommunications, etc. Determine if remote access of computer systems is allowed and what are the safeguards.
	

	Security standards in place to safeguard electronic copies of PII.
	Measures employed to protect data integrity. This would include virus protection, firewalls, data back-up, storage etc.
	

	Security standards in place to safeguard hard copies of PII.
	Hard copy data must be kept locked unless currently in use. Such measures might include locking file cabinets, secured server rooms, work area standards, badge/key access to facilities, etc.
	

	Designate who can access your PII.
	Access control standards for electronic data storage systems (login protocols, password standards and how often they are changed etc.).

Access control standards for hard copy files.
	

	Determine communication methods for transmitting PII.
	Encryption of emails that contain PII. How do you handle Fax (is the line secure? Is the recipient at the destination or is fax machine in secure place?)
	

	Are mobile devices secured and controlled?
	Ensure mobile devices that contain PII such as laptops, tablets, external HDDs, phones, etc. are kept secure.
	

	Select service providers that can maintain appropriate safeguard of PII.
	Conduct due diligence of your service providers. Ensure your contract requires them to maintain safeguards of PII and oversee their handling of PII.
Conduct due diligence for a document destruction contractor and IT firm could include:

· Reviewing an independent audit of a disposal company’s operations.
· Obtaining information about the disposal company from several references.
· Requiring that the disposal company be certified by a recognized trade association.
· Reviewing and evaluating the disposal company’s information security policies and procedures at hire and annually to ensure ongoing security.
	

	Determine how PII is destroyed.
	Hard copies: Burn, pulverize, or shred papers containing PII so that the information cannot be read or reconstructed.
Electronic copies: Destroy or erase electronic files or media so that the information cannot be read or reconstructed. 
	

	Identify breach and escalation policy and practices.
	What actions will you take if PII is disclosed-should include severity levels of breaches.
	

	Design PII training program.
	Ensuring that your employees understand how to protect PII-include at hire and annual training/updates.
	

	Design & implement a safeguards program.
	Evaluate and adjust the program in light of relevant circumstances, including changes in your agency or the results of security testing & monitoring.
What do you do to ensure that protection of PII is happening and effective? How often should you conduct an internal review? 
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